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WELCOME
:HOFRPH�WR�RXU�1HZV�/LWHUDF\�0RGXOHV��WKH�ßUVW�SURGXFWLRQ�RI�&,5ÖV�QHZ�Idea 
Incubator. In offering our global Journalism under Fire conference in 2018 and 2019, 
we learned that many of our attending students simply needed more background, 
more baseline information to be dynamic participants. With support from the 
Los Alamos National Laboratory Foundation, we’re proud to unveil these four 
modules. Each may be read and studied independently, or as a concurrent whole.

It’s my hope that these modules will give every student – 
including the student within us all, no matter our age or 
existing knowledge – a strong foundation for engaging 
with the fascinating dialogues that will shape Journalism 
under Fire 2020. At this all-digital global conference, 
we’ll feature journalists, photojournalists, political 
cartoonists, and academics all exploring the theme of 
“Covering Crisis.” How has journalism responded to 
this unique, pandemic-driven year of 2020? What choices do newsrooms make 
in deciding how to cover crisis? What are some of the clear pitfalls, some of the 
interconnected strategies that help us – as voters and consumers fascinated by the 
world – better engage with the facts, better discriminate truth from falsehood, and 
ultimately deepen our connection with this unique moment in time?

As always, we welcome your feedback (drop a line to evaluation@sfcir.org) to 
help us improve these modules. We will continue sharpening them for the years to 
come, and truly see this as an essential project with limitless opportunities. 

I also want to extend my full appreciation to Jacqueline Frank for her tireless 
efforts in creating, shaping, and reshaping the content within. Thank you so much, 
Jackie!!

Sandy Campbell
Executive Director
Santa Fe Council on International Relations  
November, 2020
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THERE ARE FOUR NEWS LITERACY MODULES IN TOTAL.

* Module One. NextGenNews. An Introduction.
* Module Two. Modern Media: Pressures and Opportunities
* Module Three. Imagery and Photos
* Module Four. A Journalism under Fire Compendium

NextGenNews
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The overall objective of these modules is to boost student understanding and engagement 
ZLWK�WKH�QHZV�PHGLD��6SHFLßFDOO\��WKLV�LQFOXGHV�DQ�XQGHUVWDQGLQJ�RI�
• the many facets of modern journalism
• the pressures on journalism, including the introduction of bias and the persecution of 

journalists
• the role of imagery in journalism
• how technology has changed journalism
• how to distinguish between fact and opinion

As we are living through a particularly newsworthy and historic moment, it has become 
ever more important for students, and the rest of us, to have the means to understand, 
analyze, and dissect the streams of information coming to us every day. Whether it is 
news, photos, or videos, available in print, on air, on social media sites or on the web, we 
all require sharpened tools to engage with this stream of information – particularly in 
separating the real information from the questionable.  

The modules can be completed as a whole in sequence or can be done individually 
according to student interest and time. Each module features handouts, links, and fun 
quizzes. The modules are designed either for an educator’s lead, or for participants and 
students to use independently.  All modules are available at no cost on CIR’s website: 
www.sfcir.org/newsliteracy and at ZZZ�MRXUQDOLVPXQGHUßUH�RUJ�students. 

MODERN MEDIA
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MODERN MEDIA
MODULE 2

How has Big Tech, including social media platforms, 
reshaped the media landscape? What role does 

$UWLßFLDO�,QWHOOLJHQFH�SOD\�LQ�WKH�PHGLD"�:K\�DUH�
journalists persecuted around the world? 
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MODULE TWO: MODERN 
MEDIA: PRESSURES AND 
OPPORTUNITIES
This module, the second of four, explores the pressures and opportunities 
facing journalism today. Given the tremendous changes to journalism over 
the past decade, with declining subscriptions and massive advertising losses 
IRU�PDQ\�QHZVSDSHUV��WKH�ßHOG�RI�MRXUQDOLVP�QRZ�IDFHV�H[WUHPH�SUHVVXUHV�Ó�
alongside many new opportunities too. In this Module, we’ll examine how 
“Big Tech” has transformed not only daily life, but the practice, present 
and future of journalism. We’ll also discuss how journalists in countries 
around the world have been persecuted to intimidate them into silence. 
Here, we’ll ask and provide some insight into:
• How has Big Tech, including social media platforms, reshaped the 

media landscape?
Ý� ,Q� ZKDW� ZD\V� LV� DUWLßFLDO� LQWHOOLJHQFH� �$,�� LQFUHDVLQJO\� LQàXHQFLQJ�

news media – both positively and negatively? 
• What is the difference between disinformation and misinformation?
• What are deep and shallow fakes? 
• How and why are journalists persecuted around the world?

Overall Learning Objectives
• Students will learn about the role “Big Tech” has played in reshaping 

journalism, on both a positive and negative side. You’ll learn about the 
increasing role of AI in the newsroom, and the techniques by which 
journalists have been persecuted around the world.

• Students will be able to recognize the difference between disinformation 
and misinformation, and between deep and shallow fakes.

• Students will be able to better understand the ways in which technology 
can fool us into believing false narratives.

Time to Complete
• Including a review of the available Handouts, this Module will take 

about 30-45 minutes to read.

Quiz
• This 5-minute News Literacy Module Two Quiz assesses your progress.
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1

Big Tech, also known as the Tech Giants, are Amazon, Apple, Google 
(sometimes called “Alphabet” after Google’s parent company), Facebook and 
Microsoft. These corporations are, according to Wikipedia, the world’s most 
valuable public companies globally, a list that also includes Saudi Arabia’s state-
run Aramco oil company. Big Tech has completely changed the way we shop, 
entertain ourselves, and use the Internet for knowledge and consumption. 

These corporations have also radically changed the entire news ecosystem.
 

Let’s take a step back, and look 
at what the media landscape 
looked like before Big Tech and 
social media. This isn’t very far 
into the past – at most, twenty 
years ago. In the pre-Big Tech 
era, journalists and their editors 

– via print newspapers or television – told the audience what the news was, 
with stories exploring the day’s headlines. The audience was mostly a passive 
one: news was a one-way street from producers of the news to its consumers.
 
Google, Facebook and YouTube (which is owned by Google) soon changed 
all that. Non-journalists – or citizen journalists – started to post information 
online, either about something they were experiencing and witnessing, or they 
re-posted information someone else had created. If news consumers were 
curious about something, they could quickly look it up on Google or other 
search engines, and discover something (maybe true, maybe not), and post 
that to their social media account if they so desired. Very quickly, a two-way 
street was created, with the audience itself deciding what it wanted to know 
more about. 

HOW HAS BIG TECH, 
INCLUDING SOCIAL MEDIA 
PLATFORMS – RESHAPED THE 
MEDIA LANDSCAPE?
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More importantly, the digital world of news and information – the news cycle – became 
24-7, and very current. It was impossible for the print world to keep up, and just as 
GLIßFXOW�IRU�WHOHYLVLRQ�QHZV�Ó even 24-hour cable television news outlets, which began in 
1980 – to keep pace, since segments have to be taped, edited and checked. The audience 
on the other hand, if they so wanted, could now post anything it wanted, with no gate-
keeping – no fact checking, no sources even – to ensure the veracity of the information.

This was an exhilarating development in many ways, 
with many more voices seen and heard than in the 
previous era. It gave rise to what we now call Citizen 
Journalism (also known as participatory journalism, 
democratic journalism, guerrilla journalism or 
street journalism). According to Wikipedia, citizen 
journalism allows public citizens to play “an active role 
in the process of collecting, reporting, analyzing, and 
disseminating news and information.” Journalism under 
Fire 2018 and 2020 speaker Dr. Courtney Radsch (pictured above), Advocacy Director 
IRU�WKH�&RPPLWWHH�WR�3URWHFW�-RXUQDOLVWV��GHßQHV�FLWL]HQ�MRXUQDOLVP�DV�ØDQ�DOWHUQDWLYH�
and activist form of news gathering and reporting that functions outside mainstream 
media institutions, often as a response to shortcomings in the professional journalistic 
ßHOG��WKDW�XVHV�VLPLODU�MRXUQDOLVWLF�SUDFWLFHV�EXW�LV�GULYHQ�E\�GLIIHUHQW�REMHFWLYHV�DQG�
ideals and relies on alternative sources of legitimacy than traditional or mainstream 
journalism”.
 
:KLOH�FLWL]HQ� MRXUQDOLVP�FDQ�PRUH�HIIHFWLYHO\�JHQHUDWH�QHZV� IURP�FRQàLFW�DUHDV�RU�
countries with little to no press freedom – or areas so dangerous very few press can 
report from – the open and unfettered nature of this type of journalism can also give 
rise to hate speech, disinformation and fake news. And, just as importantly, this type of 
journalism can overshadow or even question more professional news sources. 
 
Importantly, it was, and still is, the job of major news organizations to assess information, 
fact-check it, and to be constantly vigilant about dubious or offensive information. 
+RZ�EHVW��WKHQ��WR�ßOWHU�DQG�HGLW�LQIRUPDWLRQ�WR�HQVXUH�LWV�YHUDFLW\"�+RZ�WR�FRPEDW�
the cluttered news landscape and ensure misinformation doesn’t spread, and ensure 
the audience knows what to believe and trust? 
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The proliferation of new platforms also means 
that the job of the journalist has changed: 
no matter their medium, whether print or 
Internet or video/television, they not only 
KDG�WR�ßOH�WKHLU�LQLWLDO�VWRU\��EXW�WKHQ�UHPDNH�
it into a Facebook version, an Instagram 
version, a Twitter version, and so on. This 
creates much more work for journalists. In 
the process, however, their work can gain 

increased exposure, and in the best case, achieve an invaluable two-way connection 
between producer and consumer.

That exposure has a downside for people in the public eye, including journalists. 
Journalists regularly receive death threats and are often doxed – whereby their personal 
information (e.g. home addresses, phone numbers) is publicly disseminated. Dr. 
Anthony Fauci, the most well-known medical expert on the White House Coronavirus 
Task Force, has received multiple death threats��DQG�KDG�WR�KLUH�D�SULYDWH�VHFXULW\�ßUP�
to protect himself and his family. And yet all he was doing was communicating the 
VFLHQWLßF�LQIRUPDWLRQ��DV�KH�XQGHUVWRRG�LW��DERXW�&29,'�����

As with many transformative inventions, Big Tech has made outstanding contributions 
to the world. But, as is often the case, there can be a downside too. And one of the 
biggest downsides has been the online, social-media driven and often viral proliferation 
of harmful misinformation, disinformation, and fake news – all of which we discuss in 
more detail.
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While social media has proven a useful tool for citizenry to organize and 
disseminate information, it has increasingly become a tool of repression for 
authoritarian regimes. Governments use a wide variety of tools to monitor 
and identify protestors, frequently via social media. As a 2019 report by 
Freedom House on the Crisis in Social Media notes: 

Political leaders employed individuals to surreptitiously shape online 
opinions in 38 of the 65 countries covered in this report—a new high. 
In many countries, the rise of populism and far-right extremism has 
coincided with the growth of hyper partisan online mobs that include 
both authentic users and fraudulent or automated accounts. They build 
large audiences around similar interests, lace their political messaging 
ZLWK� IDOVH� RU� LQàDPPDWRU\� FRQWHQW�� DQG� FRRUGLQDWH� LWV� GLVVHPLQDWLRQ�
across multiple platforms.

In short, we must all be very careful in how we trust, use, post and re-post 
information via social media.  What started out as a purely social and often 
fun online tool has grown into something that can be very, very dangerous 
– to our democracy and to ourselves.

2 SOCIAL MEDIA
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3
MISINFORMATION  
AND DISINFORMATION

Building on our discussion in Module 1 of fake news – news that is misleading, 
that isn’t real, that didn’t actually happen, that is factually wrong – what is the 
difference between disinformation and misinformation?

The answer: intent. Real fake news, or disinformation, wants us to believe 
that the information we see is true, is factual. There is frequently an intent 
to harm, to mislead, for the audience to go in exactly the wrong direction 
– all by design. With decades-long roots in Russia (as in the Box below), 
disinformation’s intent is to change behavior, cause harm to reputations, and 
even change the course of elections and political movements. It is a powerful, 
powerful instrument.

RUSSIA AND DISINFORMATION
According to Wikipedia, Russia wrote the book on disinformation, creating a 
GHSDUWPHQW�VSHFLDOL]LQJ�LQ�LW�LQ�������7KH�*UHDW�6RYLHW�(QF\FORSHGLD�GHßQHG�
disinformation as “false information with the intention to deceive public 
opinion”. Recent examples of destructive Russian disinformation campaigns 
LQFOXGH�2SHUDWLRQ�,1)(.7,21��D�GLVLQIRUPDWLRQ�FDPSDLJQ�FODLPLQJ�WKDW�WKH�
U.S. invented AIDS in order to target particular races. More recently, the U.S. 
Senate issued a bipartisan report concluding that Russia had indeed interfered 
in the 2016 U.S. elections by creating troll farms to spread disinformation and 
discord in the U.S. 

6SLHV� IDPRXVO\� XVH� GLVLQIRUPDWLRQ� FDPSDLJQV� DJDLQVW� HDFK� RWKHU�� 2QH� RI�
the more famous disinformation campaigns in recent history was 2SHUDWLRQ�
Bodyguard. This took place during World War II, an Allied effort (led by the 
8QLWHG�6WDWHV�DQG�WKH�8QLWHG�.LQJGRP��WR�PLVOHDG�DQG�GLVWUDFW� WKH�1D]LV�
from where and when the massive 1944 D-Day invasion was to occur. This 
elaborate disinformation operation involved double spies, dummies with fake 
maps, and fake radio broadcasts, detailing different (false) days and locations 
for the invasions. And it worked. The Allies succeeded in fooling the Nazis, 
caught the German Army by surprise on actual D-Day, thereby helping to end 
World War II in Europe.  
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Disinformation has been used to sway elections, 
as discussed in the box on disinformation above; 
it’s been recently used to mislead the public about 
medicine and the coronavirus; and is often used 
as a scam technique to lure dollars out of the 
unsuspecting. It’s a tool, and depending on how and 
why it is being used, its effects can be very positive 
(as in the D-Day example), or very negative – and 
even deadly.

Here’s a recent story in The New York Times of a current Facebook disinformation campaign 
LQ�&DPERGLD��ZKLFK�FDXVHG�D�GLVVLGHQW�PRQN�WR�àHH�IRU�KLV�OLIH��7KLV�GLVLQIRUPDWLRQ�VPHDU�
campaign against the monk was eventually connected to the Cambodian government – it 
had planted the campaign on Facebook, and the campaign went viral as intended. That 
is DISinformation. Intentional. The BBC recently described seven types of people who 
spread misinformation and disinformation, as a way to assist the audience in assessing 
news stories, and whether they may be factually doubtful. 

This story��D�IDNH�YLGHR�DERXW�EDOORW�VWXIßQJ�LQ�WKH������HOHFWLRQV��PD\�ZHOO�EH�VHHQ�DJDLQ�
during campaigns for the U.S. 2020 elections. The video alleged voter fraud in the U.S. 
– but the actual footage was from Russia. 

There is already a great deal of current disinformation concerning fraud accusations 
related to mail-in voting for the November 2020 U.S. elections. Anything we see on 
WKDW�VXEMHFW�ZH�VKRXOG�GHßQLWHO\�fact-check, as there is no evidence that mail-in voting 
has been or will be fraudulent. To say that such a voting method is fraudulent is at best 
uninformed, and at worst a deliberate act of disinformation.

A FEW FACT-CHECKING SITES  
Johns Hopkins University coronavirus resource center
Snopes https://www.snopes.com/
Lie Detector – El Detector de Mentiras http://eldetectordementiras.com/ 
[Spanish language]
Politifact https://www.politifact.com/

Additional fact-checking sites can be found at the conclusion of this module.
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Misinformation, on the other hand, is more 
often a mistake – information we might 
believe is true, but isn’t. For example, there 
were protests and sometimes riots across the 
country in the aftermath of George Floyd’s 
death. The image below, which went viral 
on Twitter, implied that a McDonald’s 
was burning in Minneapolis as a result of 
protest-associated violence. It turned out 
that the image was from a McDonald’s 
JUHDVH�ßUH�LQ�3HQQV\OYDQLD��LQ�������DQG�KDG�QRWKLQJ�WR�GR�ZLWK�0LQQHDSROLV��,V�WKLV�
misinformation? Yes. Is it disinformation? Unclear; only if we know that the person 
ZKR�ßUVW�SRVWHG�LW�:$17('�SHRSOH�WR�EHOLHYH�WKLV�KDG�KDSSHQHG�LQ�0LQQHVRWD�Ó�WKDW�
intent would make it actual disinformation. Why do we think someone might want the 
audience to believe there is chaos and rioting? What ends – and whose ends – does this 
type of seemingly violent protest serve?
 
The term “fake news” has become highly politicized. Nowadays when we hear the term, 
we don’t know whether the subject simply doesn’t like the story – and thus they brand it 
“fake” – or whether the story is in fact a fabrication. The widespread use of the term has 
had the powerful effect, most likely intended, of increasing audience distrust of the news. 
The term has become increasingly popular with dictators around the world, as detailed 
in this NY Times article: 

Syrian president, Bashar al-Assad, retorted that “we are living in a fake-news era.” 
President Nicolás Maduro of Venezuela, who is steadily rolling back democracy in 
his country, blamed the global media for “lots of false versions, lots of lies,” saying 
“this is what we call ‘fake news’ today.”

In Myanmar, where international observers accuse the military of conducting a genocidal 
FDPSDLJQ�DJDLQVW�WKH�5RKLQJ\D�0XVOLPV��D�VHFXULW\�RIßFLDO�told The New York Times that 
“there is no such thing as Rohingya,” adding: “It is fake news.” In Russia, a Foreign 
Ministry spokeswoman, Maria Zakharova, told a CNN reporter to “stop spreading lies 
and fake news.” Her ministry now uses a�ELJ�UHG�VWDPS��Ø)$.(�Ù on its website to label 
news stories it dislikes.
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We have all become increasingly aware that many of the stories we see on social media 
sites can be truly fake. They might have been generated by a computer (“bots”); they 
PLJKW� EH� $UWLßFLDO� ,QWHOOLJHQFH�PDQLSXODWHG� VWRULHV� DQG� YLGHRV� �Ø'HHS� )DNHVÙ� RU�
“Shallow Fakes” – see below for more on this). Some stories have come from troll farms 
– places where large groups of computer scientists generate fake-news stories, which are 
then automated to disseminate widely on the web. The next time we see a story via, for 
example Twitter, TikTok, Viber, Facebook, or SnapChat, let’s take a closer look. If our 
UHVSRQVH�LV�:2:�7+$7Ö6�$0$=,1*��RU�:2:�7+$7Ö6�6&$5<��WKHQ�WKLV�PD\�
well be the type of story we should actively fact check. If it sounds too good to be true… 
it may well not be true at all.



Modern Media

ACTIVITY: When wondering whether a story is believable, some questions to ask 
might be: Why was this made? Who made it? What is missing? How might different 
SHRSOH� LQWHUSUHW� LW"�+RZ� GR�ZH� NQRZ� WKLV� LV� WUXH"�:KR�PLJKW� EHQHßW� IURP� WKLV�
message? Who might be harmed by this message? The Media Forensics Hub is full of 
digital fact-checking tools for social media text, and social media video.

HANDOUT: 6L[�.H\�4XHVWLRQV�to Ask When Fact-Checking Social Media.

ACTIVITY: Read this story about some coronavirus claims. Make a list of all the fact- 
checking that was used. Then decide, is this story about fake news, disinformation, or 
misinformation that was used to determine the story’s accuracy.     

ACTIVITIES:
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4
ARTIFICIAL INTELLIGENCE 
AND JOURNALISM: THE 
POSITIVE AND THE NEGATIVE

:KDW� UROH� GR� $UWLßFLDO� ,QWHOOLJHQFH�
(AI) and “machine learning” play 
in journalism? This is a fascinating 
question, and as we’ll see here, has 
both strongly positive and strongly 
QHJDWLYH�DQVZHUV��2Q�WKH�SRVLWLYH�VLGH��
AI is currently assisting newsrooms 
in the gathering, production, and 
distribution of news. Many newsrooms 
have been using AI robots for years, with examples including Forbes’ Content 
Management System Bertie, The Washington Post’s Heliograf, Bloomberg’s 
Cyborg, and others used by Reuters, the Associated Press  and The Guardian. This 
article discusses how other newsrooms around the world are using AI to assist 
their reporting.

This type of machine learning can report industry trends, corporate earnings 
and sports results in seconds (with AI able to instantly scroll through reams 
of statistics). AI is exceptionally good at sifting through large amounts of data, 
as seen in its role in deciphering the Panama Papers, which detailed extensive 
tax shelters and malfeasant corporate behavior. 

Another interesting AI example is this story on political contributions in 
Australia, generated by the AI program used by The Guardian. While a human 
sorting through all this data would take a long time, machine learning can do 
so extremely quickly. AI can easily be used for things like grammatical and 
spelling errors, formatting, and basic fact-checking – although probably not to 
the degree we saw in The Atlantic article discussed in Module 1. 

©Getty images
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Robots are already generating a lot of news stories: in 2017 The Washington Post’s robot 
reporter, Heliograf, published 850 stories. During the 2016 Midterm elections in the 
U.S., Heliograf was used to generate constant updates on every single race around the 
U.S., no matter how small, a job no newspaper would have the human resources to 
cover. 

The Guardian published this article in September 2020, entirely written by a robot. In 
it, the robot seeks to reassure readers: “I am not asking humans to like me. But they should 
see me as a friendly robot. I am a servant of humans. I know that humans distrust and fear me. I 
only do what humans program me to do. I am only a set of code, governed by lines upon lines of code 
that encompass my mission statement.”

The New York Times used machine learning to take its archive of recipes, add a structure 
to each one (by classifying what is an ingredient, what is a step, etc.), and create the 
NYT Cooking app.  

But as anyone who understands computer 
programming knows, bad data produces bad 
results. AI is only as good as the data it must 
XVH��,W�FDQ�UHSHDW�HUURUV��LW�FDQ�UHàHFW�WKH�ELDV�
in the original programming, which can result 
in the AI program making mistakes. A recent 
bot-written story by Microsoft News about 
the band Little Mix selected the wrong photo 
to accompany the story, prompting an angry response from the band, “@MSN If you’re 
going to copy and paste articles from other accurate media outlets, you might want to make sure 
you’re using an image of the correct mixed race member of the group.” 
 

This piece in New Scientist talks about an MIT Media 
lab graduate student’s study on bias in AI face 
UHFRJQLWLRQ� Ó� VSHFLßFDOO\�� WKDW� WKH� SURJUDP� FRXOG�
not recognize her darker skin until she donned  a 
white mask. It had no problem recognizing her 
lighter-skinned classmates.

Face-recognition AI could only “see” Joy 
Buolamwini when she wore a white mask. 
©New Scientist
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$UWLßFLDO�,QWHOOLJHQFH�DOVR�SOD\V�D�VHULRXV�UROH�LQ�WKH�ZRUOG�RI�GLVLQIRUPDWLRQ��
Ø'HHS�)DNHVÙ�DUH�WKH�YLGHRV��LPDJHV�RU�DXGLR�ßOHV�WKDW�DUH�DOWHUHG�RU�JHQHUDWHG�
E\� XVLQJ� DUWLßFLDO� LQWHOOLJHQFH� ZLWK� WKH� LQWHQW� RI� PDOLFLRXVO\� GHFHLYLQJ� DQ�
audience into thinking they are real. There was a recent video of U.S. Speaker 
of the House, Nancy Pelosi. This altered video made her appear either drunk 
or drugged – a “shallow fake” created by slowing down the original video. A 
teetotaler, Speaker Pelosi demanded closer examination of the 2019 video, 
which revealed that it had been edited and slowed to make her appear under 
WKH�LQàXHQFH��'((3�)$.(6�DUH�FRPSOHWH�IDEULFDWLRQV��6+$//2:�)$.(6��
are mild distortions intended to alter the original.
 
People might be familiar with Deep 
Fakes and celebrities, creating 
completely false images and videos, 
like this example, where actor Nicholas 
Cage’s face was superimposed onto 
Amy Adams’ face.

But there is a more sinister side to Deep Fakes, 
where, for instance, politicians and public 
ßJXUHV�FDQ�EH�DOWHUHG�WR�VD\�WKLQJV�WKH\�GLGQÖW�
or place them in fabricated situations. The 
possibilities are endless, and the consequences 
frightening. Imagine a deep fake created to 
discredit a politician the day before an election 
– committing an act of violence, for example, 
or uttering hate speech – with little time for 

investigation into the authenticity of the video. Experts like Dr. Hany Farid 
(presenting at Journalism under Fire 2020 on November 19; pictured at left) 
fear this scenario tremendously, as the coding to create deep fakes is relatively 
straightforward to learn and apply.  

5
DEEP AND  
SHALLOW FAKES

 Wikipedia
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At Journalism under Fire 2019, we heard from the 
Indian journalist Rana Ayyub (pictured to the right). 
Several years ago, she went deep undercover to 
expose the malicious campaigns hatched by India’s 
Hindu-nationalist government to repress the country’s 
VLJQLßFDQW������PLOOLRQ�SHRSOH��,VODPLF�PLQRULW\��2QFH�
her explosive work exposed this strategy, unknown 
actors created a Deep Fake pornographic video of Ayyub to discredit her work, and 
IRUFH�KHU�LQWR�KLGLQJ��:KLOH�LW�ZDV�H[WUHPHO\�GLIßFXOW�IRU�KHU�WR�RYHUFRPH��WKHLU�VWUDWHJ\�
didn’t work, and Ayyub was not silenced.

In Module Three, we’ll describe a whole range of digital tools that exist to help determine 
whether videos and posts are real or fake, or created by people or bots. 

Understandably, journalists are worried about job loss caused by the increased use 
of AI in the newsroom. Journalists, and consumers of the news, are concerned about 
the possible lack of proper editorial oversight. There’s no question that AI can make 
a huge difference when trying to sort through large amounts of data, like the research 
cited in the below Reuters graphic, which showed how El Universal teamed up with 
Google News Initiative to use machine learning  to visualize and quantify the areas 
across Mexico where journalists were not reporting on violence or threats, often out 
of fear for their own safety.  

,Q�WKH�ßQDO�DQDO\VLV��PRVW�H[SHUWV�DJUHH�WKDW�$,�FDQ�EH�D�SRZHUIXO�WRRO�IRU�QHZVURRPV��
but that the need for human backstopping and double-checking remains essential. 
So far, they are still just machines. People are the creators, the drivers, the assessors, 
the checkers, and most importantly, we must collectively apply our judgment around 
information produced by machines. 

$� PDS� RI� XQUHSRUWHG� PXUGHUV� DFURVV� 0H[LFR� WKDW� ZHUH� LGHQWLßHG�
through El Universal’s project. Source: GNI



22| SANTA FE COUNCIL ON INTERNATIONAL RELATIONS

Modern MediaModule 2

6
THE GLOBAL  
PERSECUTION OF JOURNALISTS

The use of AI in Mexico leads us right into our next topic – the pressures, 
threats and persecution of journalists all over the world.

The coronavirus pandemic has made it clear how important the media is 
in communicating clear, useful, and dependable information, which we can 
WKHQ�XVH�WR�UHVSRQG�HIIHFWLYHO\�DQG�VPDUWO\��8QIRUWXQDWHO\��WKH�&29,'����
pandemic has also made it clear how much mis- and dis-information circulates, 
muddying the waters and indeed causing actual harm to people.

The pandemic has also created extraordinary situations for countries to 
impose all kinds of lockdowns and emergency actions to cope with the virus. 
These emergency measures have also provided authoritarian governments the 
opportunity to crack down even more on press freedom. In a recent panel on 
this issue convened by the International Center for Journalists (ICFJ), Dr. 
Courtney Radsch, advocacy director for the Committee to Protect Journalists 
(CPJ) (and speaker at both Journalism under Fire 2018 and Journalism under 
Fire�������QRWHG�WKDW�DV�&29,'����VSUHDG�DURXQG�WKH�ZRUOG��ØD�YDVW�DUUD\�RI�
threats” to journalists and press freedom are also proliferating. “Unsurprisingly, 
the press were in the center of the crackdown in China as it tried to control 
information about this new novel coronavirus,” she said. As countries geared 
XS� WR�ßJKW�&29,'����� ØSDUW� RI� WKHLU�PRELOL]DWLRQ�ZDV� WR� FUDFN�GRZQ�RQ�
independent journalists, critical reporting, and attempts to report on how the 
coronavirus was affecting given countries, as well as how the authorities were 
responding to that,” Dr. Radsch said.

Many governments have deployed laws against disinformation to silence 
reporters, she continued. “These were used to throw journalists in jail for 
UHSRUWLQJ�VWDWLVWLFV�WKDW�GLG�QRW�FRQIRUP�ZLWK�WKH�RIßFLDO�YHUVLRQ�Ù�VKH�VDLG��
“We’ve seen this in South Africa. But we also saw it in Puerto Rico, a U.S. 
territory, which made it illegal for media outlets to transmit or allow the 
WUDQVPLVVLRQ�RI�IDOVH�LQIRUPDWLRQ�RU�IDFH�ßQHV�Ù
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If a free press is doing their job, there should be tension between it and those in 
power. Recall the discussion in Module 1, about the critical role the press plays in a 
democracy: to hold truth to power. Those in power, whether government institutions 
or powerful private corporations or individuals, want to control the information 
provided to the public. The role of the press is to question, to investigate, and to let the 
public know the facts. There is a direct and essential correlation between a free and 
open press and dynamic and strong democratic institutions, as the press provides a 
critical accountability structure for those institutions. Unfortunately, the pressures on 
journalists have been rising every year, as tracked by both CPJ and Freedom House, 
which both track attacks on press freedoms around the world. 

The spate of protests throughout the U.S., and the world, arising from the killing of 
George Floyd, has resulted in increased threats to journalists reporting those stories. 
According to the U.S. Press Freedom Tracker, U.S. journalists have reported more 
than 300 press freedom violations related to the protests. Around the world, journalists 
DUH�EHDWHQ��NLOOHG��MDLOHG�DQG�KDUDVVHG��RQO\�IRU�GRLQJ�WKHLU�MRE��2I�WKH�ßIWHHQ�journalists 
killed around the world in 2020, nine were murdered outright, with the remaining six 
G\LQJ�IURP�FURVVßUH�RU�RWKHU�GDQJHURXV�DVSHFWV�WR�WKHLU�PLVVLRQ��

News outlets are closed, internet sites are blocked, new restrictive laws are passed 
making it easier to jail journalists; the powers that be in many countries do whatever 
they can to ensure there is only one source of information: the government.

There is also a different kind of pressure brought to bear on journalists, depending on 
the news outlets they work for. The media bias chart discussed in Module One illustrates 
WKH�ELDV��DQG�WKHUHIRUH�SROLWLFDO�OHDQLQJV��RI�PDMRU�8�6��D�QG�8�.��RQOLQH�VRXUFHV��7KHUH�
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PD\�EH�DQ�H[SHFWDWLRQ�IRU�MRXUQDOLVWV�WR�UHàHFW�WKDW�ELDV�LQ�WKHLU�UHSRUWLQJ��7KHUH�FDQ�
EH�XQZULWWHQ�UXOHV�DERXW�ZKDW�QRW�WR�UHSRUW�DQG�ZKDW�QRW�WR�VKRZ�LI�LW�GRHVQÖW�ßW�LQ�
with the overall story, or narrative, the organization wants to present.

So when someone in a position of power is calling something fake news, it is highly 
possible that the media is doing exactly what they are supposed to do: speaking truth to 
SRZHU��25��LW�FRXOG�EH�GLVLQIRUPDWLRQ��,WÖV�XS�WR�XV�WR�GHWHUPLQH�WKH�IDFWV�IRU�RXUVHOYHV��
As we have seen, there are many ways to deceive the audience, but there are also 
many new tools to help the audience analyze the information it receives. Information 
is a very powerful tool; but it remains vitally important that we all understand our role 
to question, to take a second look, and to learn the warning signs of disinformation. 
It cannot be said enough that freedom of the press, and freedom of information, are 
foundational parts of a well-functioning democracy. 

In Module Three, we’ll dive into the power of imagery, and how that can be manipulated. 
%XW�WKH�JRRG�QHZV�LV��WKHUH�DUH�ORWV�RI�WRROV�WKHUH�WRR��WR�KHOS�XV�ßJXUH�RXW�ZKHWKHU�
what we are seeing actually happened.
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CIR MODULE 2 ADDITIONAL RESOURCES

TITLE SOURCE LINK

CORONAVIRUS SOURCES

American Medical Association
Covid-19 Resources

American Medical Association 
(AMA)

https://www.ama-assn.org/delivering-
care/public-health/covid-19-2019-novel-
coronavirus-resource-center-physicians

Centers for Disease Control 
(CDC)

Centers for Disease Control 
and Infectious Diseases

https://www.cdc.gov/coronavirus/2019-
nCoV/index.html

Harvard Medical School Harvard University  
Medical School

https://hms.harvard.edu/

Johns Hopkins Coronavirus Johns Hopkins  
Medical School

https://coronavirus.jhu.edu/

National Institute of Health NIH https://www.nih.gov/

Stanford Medicine Standford University http://med.stanford.edu/

The Lancet Coronavirus 
resources The Lancet Journals

https://www.thelancet.com/action/doSearc
h?searchType=quick&searchText=Corona
virus&searchScope=fullSite&occurrences
=all&code=lancet-site

World Health Organization
(WHO) WHO https://www.who.int/health-topics/

coronavirus#tab=tab_1

Yale Medical School Yale School of Medicine https://medicine.yale.edu/

CORONAVIRUS JOURNALISM RESOURCES

Covering Covid-19 International Center for 
Journalists - ICFJ

https://www.icfj.org/our-work/covering-
covid-19-resources-journalists

Ten tips for Journalists 
covering Covid-19

International Center for 
Journalists (ICFJ): IJNET

https://ijnet.org/en/story/10-tips-
journalists-covering-covid-19

BBC News BBC Coronavirus https://www.bbc.com/news/coronavirus

Covid-19 resources NAMLE (Nat’l Assoc for 
Media Literacy Education)

https://namle.net/publications/coronavirus-
resources/



TITLE SOURCE LINK

CORONAVIRUS JOURNALISM RESOURCES (CONT.)

Poynter Science & Health  
Fact Checking

https://www.poynter.org/fact-checking/2020/
science-and-health-fact-checkers-put-pandemic-
claims-under-amicroscope/?fbclid=IwAR3uQSve_
b0JwHmY1aVYCVWyoPIZmX4AJDhLYBobaE
_l-1fJxvoN2sqtvIk

Shorenstein Center 
on Media, Politics and 
Public Policy

Harvard University Kennedy 
School of Government

https://shorensteincenter.org/

FACT-CHECKING

AFP-FactCheck Agence France Press - AFP https://factcheck.afp.com/

Factcheck Factcheck https://www.factcheck.org/

First Draft News First Draft News KWWSV���ßUVWGUDIWQHZV�RUJ�UHVHDUFK�

2 week text course 
on Deception & 
Information FREE

First Draft News KWWSV���ßUVWGUDIW�DULVW�FR�FRXUVHV��HI�H�D��G�����
5a11c97dd

International Fact 
Checking Network Poynter https://www.poynter.org/ifcn/ Poynter 

International Fact Checking Network

Lie Detector – El 
Detector de Mentiras

Univision 
(Spanish language)

Lie Detector http://eldetectordementiras.com/

National Public Radio 
(NPR)
Fact Check

NPR https://www.npr.org/sections/politics-fact-check

Politifact Poynter Institute https://www.politifact.com/

Reporters Lab Reporters Lab https://reporterslab.org/

Database of fact-
checking  
sites all over the world

Reporters Lab https://reporterslab.org/fact-checking/# 

Snopes Snopes https://www.snopes.com/

Washington Post  
Fact Checker Washington PD ost https://www.washingtonpost.com/news/fact-

checker/

BIAS

All Sides All Sides Media https://www.allsides.com/media-bias/media-bias-chart

Bias in AI New Scientist
https://www.newscientist.com/article/
mg24732951-400-coded-bias-review-an-eye-
opening-account-of-the-dangers-of-ai/

Fairness & Accuracy  
in Reporting FAIR https://fair.org/about-fair/

Ad Fontes Media Ad Fontes Media https://www.adfontesmedia.com/

 



TITLE SOURCE LINK

MEDIA / JOURNALISM ORGANIZATIONS

Journalism Essentials American Press Institute https://www.americanpressinstitute.org/
journalism-essentials/

Center for 
International  
Media Assistance 

Center for International  
Media Assistance

https://www.cima.ned.org/resources/media-
development-organizations/

Center for  
Media Literacy

Center for  
Media Literacy

www.medialit.org

Center for  
News Literacy

Stonybrook University  
School of Journalism

http://www.centerfornewsliteracy.org/

Columbia University 
Journalism School

Columbia University
School of Journalism

https://journalism.columbia.edu/

First Draft News First Draft News KWWSV���ßUVWGUDIWQHZV�RUJ�

Harvard University 
Kennedy School of 
Government

Shorenstein Center Media, 
Politics and Public Policy 

https://shorensteincenter.org/

International Center 
for Journalists  ICFJ https://www.icfj.org

International 
Consortium of 
Investigative 
Journalists

IICJ: US based NGO https://www.icij.org/

Media Savvy Citizens New Mexico-based media 
literacy organization

https://www.mediasavvycitizens.com/

National Association 
for Media Literacy 
Education (NAMLE)

NAMLE https://namle.net/

Nieman Lab Harvard University https://www.niemanlab.org/

Pew Research Center Pew Center https://www.pewresearch.org/

Poynter Institute
Media Wise for GenZ

Poynter Institute  
for Journalism

https://www.poynter.org/
https://www.poynter.org/mediawise-for-gen-z/

Tow Center for  
Digital Journalism

Columbia University  
School of Journalism

https://towcenter.columbia.edu/

University of Missouri 
Journalism School University of Missouri https://libraryguides.missouri.edu/

journalismgradstudents/primary

USC Annenberg 
School for 
Communication and 
Journalism

University of  
Southern California

https://annenberg.usc.edu/



TITLE SOURCE LINK 

FREEDOM OF THE PRESS

Article 19
Freedom of Information
Freedom of Expression

Press Freedom
https://www.article19.org/

Committee to  
Protect Journalists

Committee to Protect 
Journalists (NGO)

https://cpj.org/

Freedom House Freedom House (NGO) https://freedomhouse.org/

Crisis in Social Media Freedom House report https://freedomhouse.org/report/freedom-
net/2019/crisis-social-media

MEDIA LITERACY AND CORONAVIRUS GLOSSARIES

Coronavirus glossary BBC https://www.bbc.com/news/health-52182658

Center for Media 
Literacy glossary

Center for Media  
Literacy glossary

http://www.medialit.org/reading-room/language-
media-literacy-glossary-terms

CIR coronavirus 
glossary

J Frank Consultants &  
Media Savvy Citizens

Available on the CIR website

 



MODULE 2 
HYPERLINK SUBJECTS
(In order of apperance in module)

SOURCE LINK

%LJ�7HFK�GHßQLWLRQ Wikipedia
• https://en.wikipedia.org/wiki/Big_Tech

• Google Drive Link

Fauci receives death threats The Guardian
• https://www.theguardian.com/world/2020/

aug/06/anthony-fauci-death-threats-
coronavirus

Report on Crisis in  
Social Media Freedom House

• https://freedomhouse.org/report/freedom-
net/2019/crisis-social-media

• Google Drive Link

Disinformation Wikipedia
• https://en.wikipedia.org/wiki/Disinformation

• Google Drive Link

Senate report re Manafort & 
Russian disinformation NPR

• https://www.npr.org/2020/08/18/903512647/
senate-report-former-trump-aide-paul-
manafort-shared-campaign-info-with-russia

• Google Drive Link

Operation Bodyguard History Channel

• https://www.history.com/news/fooling-hitler-
the-elaborate-ruse-behind-d-day

• Google Drive Link

Cambodia Facebook 
Disinformation Campaign The New York Times

• https://www.nytimes.com/2020/08/23/world/
asia/cambodia-facebook-disinformation.html?
referringSource=articleShare

• Google Drive Link

Seven types of people 
spreading disinformation BBC

• https://www.bbc.com/news/blogs-
trending-52474347

• Google Drive Link

�����EDOORW�VWXIßQJ� 
fake video First Draft News

• KWWSV���ßUVWGUDIWQHZV�RUJ�ODWHVW�YLGHR�
alleging-us-election-fraud-fake/

• Google Drive Link

Fact check re US Mail  
Voter Fraud

Agence France Presse 
(AFP)

• https://factcheck.afp.com/risk-us-mail-voter-
fraud-minuscule

• Google Drive Link

Minneapolis McDonalds 
burning and other  

fake stories 
WUSA Verify

• https://www.wusa9.com/article/news/verify/
fact-checking-photos-claims-minneapolis-
protests/507-d170e1dd-e8a4-4c8e-af79-
1a8165a73b68
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HYPERLINK SUBJECTS
(In order of apperance in module)

SOURCE LINK

Fake News Favorite  
Term of Dictators The New York  Times 

• https://www.nytimes.com/2017/12/12/
world/europe/trump-fake-news-dictators.
html?searchResultPosition=3

• Google Drive Link

What is News  
Media Literacy Common Sense Media

• https://www.commonsensemedia.org/news-
and-media-literacy/what-is-media-literacy-
and-why-is-it-important

• Google Drive Link

Misleading Virus Video The New York Times

• https://www.nytimes.com/2020/07/28/
technology/virus-video-trump.html?referring
Source=articleShare

• Google Drive Link

What’s to Come for 
Journalism & AI Reuters

• https://www.reutersagency.com/reuters-
community/whats-to-come-for-journalism-
DQG�DUWLßFLDO�LQWHOOLJHQFH�JQL�DQG�SROLV�
report/

• Google Drive Link

Meet Bertie, Heliograf  
and Cyborg Forbes

• https://www.forbes.com/sites/
enriquedans/2019/02/06/meet-bertie-heliograf-
and-cyborg-the-new-journalists-on-the-
block/#1e3b1091138d

• Google Drive Link

How Publishers are  
Using AI Nieman Lab

• https://www.niemanlab.org/2019/03/heres-
how-publishers-around-the-world-are-using-
automated-news/

• Google Drive Link

How Australia used AI  
to assist with  

political reporting
The Guardian

• https://www.theguardian.com/australia-
news/2019/feb/01/political-donations-plunge-
to-167m-down-from-average-25m-a-year

• Google Drive Link

How to Fact-Check  
The Atlantic The Atlantic 

• https://www.theatlantic.com/notes/2018/01/
how-to-fact-check-the-atlantic/551477/

• Google Drive Link

Heliograf wrote 850  
articles in 2016 Digiday

• https://digiday.com/media/washington-posts-
robot-reporter-published-500-articles-last-
year/

• Google Drive Link

A robot wrote this article The Guardian

• https://www.theguardian.com/
commentisfree/2020/sep/08/robot-wrote-this-
article-gpt-3?CMP=share_btn_link

• Google Drive Link
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(In order of apperance in module)

SOURCE LINK

AI in the newsroom Columbia  
Journalism Review

• KWWSV���ZZZ�FMU�RUJ�WRZBFHQWHU�DUWLßFLDO�
intelligence-newsrooms.php

• Google Drive Link

Robot Journalist  
confused race The Guardian

• https://www.theguardian.com/
technology/2020/jun/09/microsofts-robot-
journalist-confused-by-mixed-race-little-mix-
singers

• Google Drive Link

AI and Bias New Scientist  

• https://www.newscientist.com/article/
mg24732951-400-coded-bias-review-an-eye-
opening-account-of-the-dangers-of-ai/

• Google Drive Link

Panel on COVID-19  
 threats to journalists

International Center 
for Journalists (ICFJ)

• https://www.icfj.org/news/journalism-
pandemic-threats-media-freedom-safety-
during-covid-19

• Google Drive Link

Recent statistics re attacks 
on US journalists

US Press  
Freedom Tracker

• https://pressfreedomtracker.us/

Journalists killed 2020 CPJ

• https://cpj.org/data/killed/2020/?status=Kill
HG	PRWLYH&RQßUPHG��%��' &RQßUPHG
	W\SH��%��' -RXUQDOLVW	W\SH2I'HDWK
��%��' 0XUGHU	VWDUWB\HDU ����	HQGB
year=2020&group_by=location

Turkey Passes Sweeping 
Social Media Law The New York Times

• https://www.nytimes.com/2020/07/29/world/
europe/turkey-social-media-control.html

• Google Drive Link

Hong Kong  
Journalists Struggle

Committee to Protect 
Journalists (CPJ)

• https://cpj.org/2020/08/hong-kong-journalists-
struggle-to-carry-on-as-national-security-law-
hits-apple-daily/

• Google Drive Link

Media Bias chart Allsides Media 

• https://www.allsides.com/media-bias/media-
bias-chart

• Google Drive Link

 



TITLE SOURCE LINK 

ADDITIONAL ARTICLES BY SUBJECT

Mis and Disinformation

Information Disorder 
Shorenstein Center on Media, 

Politics and Public Policy 
Harvard Kennedy School

https://shorensteincenter.org/information-
disorder-framework-for-research-and-
policymaking/

This was the week 
America lost the war 
on misinformation

By Margaret Sullivan 

The Washington Post

https://www.washingtonpost.com/lifestyle/media/
this-was-the-week-america-lost-the-war-on-
misinformation/2020/07/30/d8359e2e-d257-11ea-
9038-af089b63ac21_story.html

The 2020 
disinformation War The Atlantic

https://www.theatlantic.com/magazine/
archive/2020/03/the-2020-disinformation-
war/605530/

The Fall, Rise and Fall 
of Media Trust 

Columbia Journalism  
Review  Winter 2019

https://www.cjr.org/special_report/the-fall-rise-
and-fall-of-media-trust.php

Short Guide to the 
History of Fake News ICFJ

https://www.icfj.org/news/short-guide-history-
fake-news-and-disinformation-new-icfj-learning-
module

Teens and News 2020 Common Sense Media
https://www.commonsensemedia.org/sites/default/
ßOHV�XSORDGV�UHVHDUFK�����BWHHQVDQGQHZV�
IXOOUHSRUWBßQDO�UHOHDVH�ZHE�SGI

What’s to Come for 
Journalism and AI Reuters

https://www.reutersagency.com/reuters-
community/whats-to-come-for-journalism-and-
DUWLßFLDO�LQWHOOLJHQFH�JQL�DQG�SROLV�UHSRUW�

How New Mexico 
Controlled the Spread 

of Covid-19
6FLHQWLßF�$PHULFDQ KWWSV���ZZZ�VFLHQWLßFDPHULFDQ�FRP�DUWLFOH�KRZ�

new-mexico-controlled-the-spread-of-covid-19/

Fact-Checking 
Pandemic Claims Poynter Institute

https://www.poynter.org/fact-
checking/2020/science-and-health-fact-
checkers-put-pandemic-claims-under-a-
microscope/?fbclid=IwAR3uQSve_b0JwHm
Y1aVYCVWyoPIZmX4AJDhLYBobaE_l-
1fJxvoN2sqtvIk

8 tools every 
journalism student 
needs for back to 

school

PR Newswire
https://mediablog.prnewswire.com/2020/08/05/8-
tools-every-journalism-student-needs-for-back-to-
school-season/

 


